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AiaEg =18

« UTDRIBIFTIAZZRZTHFELELD !
OINNME K EHNHDFET

1.

CDO=(FAEY

92 U TH D, 5000 R)LEBHESNTLET,

. SH. 1000 ABO#E—4%HIEEIL

ADBISEMENF U,

AR ERRCO)ZEL. 5001 RILEBEREENTWLET,

. NHEUTWBDERBEFEIEIT T,
UL, LEDIRRDZELZFT D TWL\D(E=AE)E T AT,
EILORFEME000 RILTHD L, STETETCLHRVET (FHRFR).
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J A XAMIC KB RE

EHED “
o ( J4X4thn

TREERZ
xR~

AiaEg =18

COWVWD"BIRRIT" DR ZR < BED—DIC

T EHEE(or T —HURER)(C /A XZ [T DFENHDD.

A#EFEIC A XZ[MMTDE. BEEDZFUANESRDH :

1. $tEB999A —5002 RIL(/A X +2 R)L)
2. f£B1000A(1000AB(ZEJIL)  —5000 RIL(/AX : £0RIL)

CHOEXD(C. EILDREEESTE T DDIEHETHICHEE 12D,
- ERRICEE, @t/ Xz nE. EWSRENA DL,

- JARXZNMADDTHRENDEENES D,
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=NI7 54 I\>— L EDRERG

BHED
o= Ek

(D4 Z4dh0 ~ ﬁiéfj‘i

AiaEg =18

« ENTSAINE—EFHENIC)ARXZMATERHZRETDFE,
- 50 A LERENMRIE TS DI ILERDNE,
o JAZXNWREIZE, TSA/INE—PMRETERN,
o T—HAIR—RADFEICEHMIF
- EJL(A#86000 RIL) TR, EIL(BRE3ERILIZETD L
2D ) A X TIEHWELESNR0,
- BRELBEE N —FATORERICHD,

E&

FHARE LU DD, AR A X(FhE=L UL,
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=NT 54 I\ —DR:Rfl

e QuickTypedDiEflt S (AT UEXERinARNSUNE - E£51)
https://www.apple.com/privacy/docs/Differential_Privacy_Overview.pdf

« GoogleMapDBHIRTDFR

https://developers.googleblog.com/en/enabling-developers-and-organi
zations-to-use-differential-privacy/

< >

=0l

¢ 7>( IJb%EEIE (ZOZOﬂE’V) 68 98 1255 1585 1855 2185
https://www.census.gov/programs-surveys/decennial-census/decade/2

020/planning-management/process/disclosure-avoidance/differential-p
rivacy.html
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https://www.apple.com/privacy/docs/Differential_Privacy_Overview.pdf
https://developers.googleblog.com/en/enabling-developers-and-organizations-to-use-differential-privacy/
https://developers.googleblog.com/en/enabling-developers-and-organizations-to-use-differential-privacy/
https://www.census.gov/programs-surveys/decennial-census/decade/2020/planning-management/process/disclosure-avoidance/differential-privacy.html
https://www.census.gov/programs-surveys/decennial-census/decade/2020/planning-management/process/disclosure-avoidance/differential-privacy.html
https://www.census.gov/programs-surveys/decennial-census/decade/2020/planning-management/process/disclosure-avoidance/differential-privacy.html

ENTSAINS—
(Differential Privacy)
[Dwork+, TCC 2006] [Dwork+,EUROCRYPT 2006]
¢ EFX
- S MEENTEXA DX\ M: Datasets — Prob(Y) 1
(,0)-ENT 54 )\>—(DP)&imiz 9 &(3.
« "BiEITD" -tk D1~D2 [CDUVWTBITFAYEKAT

VS CY.
Pr[M (D) € S] < exp(e)Pr[M(Dy) € S|+ 6

- EHER  EXRODGEZRE. HEXRIEDNeTHETZ5NS
((g,0)=(0,0) DEE. HEXRDMII—HNT D)
- BEmI(C(E. €=0.01~10. 6<<0.01
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https://people.csail.mit.edu/asmith/PS/sensitivity-tcc-final.pdf
https://link.springer.com/chapter/10.1007/11761679_29

“BiEIS" —HFtYv b

EZNTSAINE—(F ABT —INERNIZZ EZMET DEDT.
RNEET — S DIEE (Cig <AKfF ULIEBEZ TH Do

- BEFENCE [T—HIDINFREITERD] BRICHDIEZET.
- K<ESDE TEEREN 1 UTF DRI > TUX NI 1D ZHEA

. == AR A
%ﬂ;jq;zmj lib(a;a%ﬁ;&@@aﬁuu:z wsny D €N r
« FE5 D[i] (& i BEEDIEB(CHIET D7 —5FDIEE.
- FT—Stv D BHEREZR"
« 1IEHUMEWVLWDRWNEWND Z EDEFHFRIA,

D~D — D—D’H1§1
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DPODIRERIRTE R IFE D (T

[Kariouz+, ICML 2015]

o S2ANMEETNIEATZX /s M: Datasets — Prob(Y) MY
(£,0)-EN TS\ —(DP)Zimicd & & (FAT & EME :

- BHEIDBAET—4D1~D2 (CDULT

Rejection Type | error

Type Il error

VS CY. (Pr[M(D;) € S],Pr[M(Ds) ¢ S|) € R(e,9)

privacy region

Sid. ABBT=—5H'DIND2HDELS

pe

Hth 9~ S IRGRARTE FE & SRl
IRGRARTE DRI AR TERETE T
SIERUEHEERICTIET B,

JREARER - MOWERT —4 (3D1

X IARER - MDA — 4~ (3D2

N

-

y (Type Il error)

R(e,6) ={(s,t) | s+e"-t>1-4,

t+e-s>1—-0}

1.0 <
o~
[ ..\;\
o o \\\.\
0.8 A ° ... o~
e o o o
.. .. ® ..\\\\
O 0 o 0 o “~_
0.6 1 . . @ [ ] [ ] S
¢ .0 0 0o o S~
.0 _0_o0o o
N e 06° Q@ o o
S o 0 ¢ . ¢ Y
0.4 ~ o .. PO .0 s
Sie @ p .o'.
~
0.2 + \\\\ [ ) [ °
“Se e
0.0 . ; ; —
0.0 0.2 0.4 0.6 0.8
x (Type | error)
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https://proceedings.mlr.press/v37/kairouz15.pdf

Renyi Z9751)\3—

[Mironov, CSF2017]

Renyi¥1/)I\— 1 D RZBVWEER. #EZDDPIC KL FEOHNS,
S> A MEENTEXB =X /A M: Datasets — Prob(Y) H'
(a,p)-Renyi Z977 54 )\>— (RDP) =iz 9 & (4.

- RIS —~5tzwv kD1 ~D2 ([CDWT

Dy (M(D1)[|M(D2)) < p
« a-Renyi 1/\—=>1>X (a>1) :

1
] « l—ad
p— og/yul(y) p2(y) ~“dy

D%(MLMZ) —

SNDDOMDDP & [EERIC,
RDPHE&IMDERKIEZRT D,
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=N SIS —DEmE

(Composition theorem)

o HHAEDOBIET—IR-RDEDT 1)\ —(,
IOV O ECHEILTFHMETED.

REf>—4

EETALIE 1

(£1,51)-DP

>

ERETALIE 2

(£2,52)-DP

>

7]

H_J

(e1+€2,01+02)-DP

Advanced Composition

x%ﬂmmgoﬁm%cﬁm%j
EWNSIEN G BN EE

Mji:(e1,01)-DP and Vy € Y7. My(—,y):(e1,91)-DP
— {y1 +— Mi(z);y2 < Ma(z,y1);return(yi, y2) }:(e1 + €2, 01 + d2)-DP
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RIB (CHT DEENM

(Postprocessing)

- BABECRENTEHRNTE)ZMATE. 20T 51/ =&MU,

#anIp
. BEERH
. SRIEHY

sl

H_/

ST
WEF>—4
(g,0)-DP
(g,0)-DP
- GRMENSIRY

.« RAIBERD(IABPT —HFZESRURLDT, (0,0)-DP,

73
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Randomized Response
Ev he—EERTREL,
RR.: {T, L} — Prob{T, 1}

{b with probability —£
. “1: 1
—b  with probability |

RR. (b) =

(¢,0)-DPZiE/Z 9,

e GH : QuickTypedD{EfEH
https://www.apple.com/privacy/docs/Differential_Privacy_Overview.pdf

= INELET—FDEE W ~MMCrandomized responseZzEH.
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https://www.apple.com/privacy/docs/Differential_Privacy_Overview.pdf

IERDMIC KD/ A AN

|~

2190, 9EY o2 D1

DTS 18D A X =&

Gauss,: R — Prob(R)
Gauss, () (F¥ X 9 02 DERDEERSD

- BHEBR [x-y|=1 (SH LT, (g,06(€))-DP h'EX D,
(O(e)DETEI(IEMIRDTEIZ). RDP/ZE. (a,a/2072)-RDP,

‘ MESR L (SR T3 T oo ([CHERN,
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— |

\: = D eI BRI DOMES hes
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Probability Density
o
'_I

ST SARMICEKD ) A XN

T190. RE b DSTSADWN B3 ) A X =hE

Lap,: R — Prob(R)
Lap,(7) @ X RE b 0STSIBHERD

- REREEFR |x-y|=1 (XU T, (1/b,0)-DPHESND

Lap(1.5,0) and Lap(1.5,1) S R
1 |z — 2|
Pr[Lap,(z) = 2| = o exp(— ;

EN TS IS —DI=HDIS
z—y| <7

x=0,y=1 &L 2DDHIEICREL.5D
ST SRABMICELD A X EMNEUTHER

)

— PrlLapy(x) = 2] < exp(r/b) Pr[Lap,(y) = 2
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Laplace Mechanism
. BIEK f DMRTTOHEHDERH(C.

ST SADMICKD /A XZMILICHET D,

Bt Uz UV LE
Ty [ (D)
— (m(),.. « sy L —

1)

J A {30
L

— Lap, (z;)

—

H_/

f DRYE (sensitivity)
| f(D1) — f(D2)|l1 | D1 ~ D2}

Af = sup{

& STSRBA

TOREDICX U,

ANZXLERIZE (Af/b,0)-DP.,

7]
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Report Noisy Max Mechanism

(Dwork and Roth, “The Algorithmic Foundations of Differential Privacy”)

- MiEdDcounting queries(CE9 SLaplace mechanismz
ERNEES S

:\EI.\

S5 NICHHDER A

S—SFtwv N[

counting queries
q(D)
— (QO7 I 7Qm—1)

J A X430

T,

- = Lapl/s(xi)

arginax I;

—

7]

RE1/edDlLaplace mechanism

« #counting query(3>—451tw RDDOA. FEDISAICET D

F—AANN DHBINZIRT,

| BEE Ag = 1 . mEOETE AJ=m — FHEEmE0)-DP
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RNMODZERIT SA IS —

o ENTSAIZ—

counting queries

F—stzy k| @D)

— (QO> <. 7Qm—1)

J A X0

s

| — Lap, . ()

argmax &;

—

7]

—

MIZEFR<., (£,0)-DP - FAMCIK(me,0)-0P |

- EEPA(GHEE DD Pr[RNMg . (D) = i| Z5HEI L TITUN.
argmax LIEY>, counting queties $FBEDHEEFES,
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ReXRREE DB ETE

=TSS4\ — (37005 LD/NSIREE TRHENED.

- sparse-vector techniqueDifFLE

ENTSAINS—&iFEIET
Above threshold X H=X /A

EHDLEER [Lyu+, VLDB 2017]

EFWIRBERT A/ —E
WmIC IRV ENEDSION D 72

Algorithm 2 SVT in Dwork and Roth 2014 [8].

Algorithm 3 SVT in Roth’s 2011 Lecture Notes [17].

Input: D,Q, A, T,e.

l: e1 =¢€¢/2, p=Lap(cA/er)
2: e2=€—e€1, count=0

3: for each query ¢; € ( do

4: v; = Lap (2¢A/ey)

5 if:(D) +vi > T + pthen

6: Output a; = T, p = Lap(cA/ez)

i count = count + 1, Abort if count > c.
8: else

9: Output a; = L

Input: D, Q, A, T,c.

1: &1 = ¢/2, p=Lap(&A/er),

2 e =€—¢€1, count=0

3: for each query ¢; € (7 do

4: v; = Lap (cA/ea)

5 if gi(D) +vi > T + p then
6 Output a; = ¢:(D) + v:

et

T count = count + 1, Abort if count = ¢.
8: else
9 Outputa; = L

Algorithm 5 SVT in Stoddard et al. 2014 [20].

R CIEEIMREEZ (TS
WY—)L] h'wmE

Input: D, Q. A, T.

l: &1 =¢/2, p=Lap(Afer)
2:e2=€e—e1

3: for each query ¢; € () do

4: v =10

5z if (D) +v; > T + p then
6: Outputa; =T

7:

8: else

9 Output a; = L
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BAHR7R— 77 smEE (C K DIRELE

« apRHL [Barthe+,POPL2012]

- REBUF=Djudgment
DY ¢y ~59) ¢y [T
12} ¢ \2{ } XEUM FO=THRHF
2DDBENTOISL  ENTSAINS— q’"'iﬁ;’f}i
o W...551
c1,ca: M — prob(M) V737 -
- X o :h&j‘_)lft LI_C\
- ERTSA)NE—ZFEIRTED /@RHLJ;‘C‘EEH};&ﬁ—B
{Adj}e ~° efz(1) = 2(2)}
=AY N LOBHE HAHZEHx EDequality
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https://dl.acm.org/doi/10.1145/2492061

BRR— 77 mEEDEE

o BUTOXSMERMBAINEE (N (CHBone-sided rule’2 ENH D) :

{®lskip ~(00) skip{d}
{®}er ~ED {@'}  {®'}dy ~9) dp{ W}
{D}er;dy ~(e+e040) o do { W}

' CD {Dleg ~E) {U} TV CU e<e §<¢
{®'}er ~(E007) {0’}

« ENTSAINE—FEIMRTED(x : HHOBDEE) :

- {Adjle ~%° c{z(1) = 2(2)} DIEHHEE Tchi(e,5)-DP] HEUE.
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BE®RIS5 LT

o ZOUEBEMR/R—77amIETlE. REYTSjudgment

{DY 1 ~59) ¢y {TY  c1,co: M — prob(M)
- DIEE ", BE3REATmICIERITES LT CHIRT D,

-----------

-----------

. P s phed)
- plain@:ﬁﬁé%%ﬁﬁ&%ﬁﬁt(:}Eﬁl’62) — |

For U C M x M, W#&9 C prob(M) x prob(M)
- EDTSAINS—Z=1ExTT B,

Bay™" = {(s, 12) VS € X. 1 (8) < €= pa(S) + 0}
- WEXRDMES ROEE EEEINTHD(graded liftingZzpk9)
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o HERDMETF ROBEEEESN THSD (graded liftingZzpk9)

(e, mar) s @ =5 WHOO)

(Cl, 62) R OJES \Ifﬂ(g’(”
(ch,ch): DECE"0) = Wi +2,8"+9)

(61,62)2 b = \Ifﬂ(g’é),&“ < 6/,5 < o'
(Cl, (32) P = \Pﬂ(e/’él)
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BERIFS5 LT DRk EHER

COVO TR LT R —IRNICESEDH ?
- apRHL [Barthe+,POPL2012] TO&ER% (BfEID L)
(R C Yl X Yg)ﬂ(e’é)

( )

E' 3 E P b R . — y —
(. ) VL, VR rob(R).u1 = m1|vL], po = m2|VR]

VS C R. v (S) < exp(e)vr(S) + o

\
- apRHLDEHH b=l TR/ ED [Sato, MFPS2016]
(RCY, xY,) TED
= {(p1, p2) VA C Y1.01(A) < exp(e)pa(R[A]) + 0}
- [Sato+,LICS2019] RDPOAREIE(CXTfitro
—IERMRZESpan IR L. S5 EIFEESHBETIEE (B(TEIE)
- [Sato & Katsumata, MSCS 2023] &#: CEEIMERN OIS A
(DEIAL)[Heunen+,LICS201 7 (CEX Tt

/
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https://www.sciencedirect.com/science/article/pii/S1571066116300949
https://ieeexplore.ieee.org/document/8785668/
https://doi.org/10.1017/S0960129523000245

HAN—-ST D RAICKBEHHEDT

[Barthe & Olmedo, ICALP 2013]

« ENTSAINE—D A= XCKBDERIL]
- (&, apRHLO KSR EERKR— 7 mIBDOARBEN LT —4
« M: Datasets — Prob(Y) H'(g,0)-DPZiiEG/= 9

S BEIT DT —49D1~D2(CDLT
VS CY.

Pr[M(Dy) € S] < exp(e) Pr[M(Ds) € S]+§
© g9 3T —4D1~D2(CDNT

Sg%’/(PT{M(Dl) € 5] —exp(e) PriM(D,) € 5]) <6

J/

AS(M(Dy)||M (D2))
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https://link.springer.com/chapter/10.1007/978-3-642-39212-2_8

¢ WAC e 7 QAN 22 = % N: I} 1 3=

« (Eq-EEfiu)591%

AS (1, p1) = 0

-« HHFREIE

> e — Ax(pv) < AF ()

- (Eq-)&Rk4

A5 (1, p2) <6 and Vo € X. AP (f(x),g9(x)) < 62
— A (fP . gfpz) <0+ 6

e

Renyi5 1 /\— T 2 ABEEOEEZmIZT .
—REDEF RENEFAEZTE /A RTCDEAITED,
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—IIESNIZERIS S LT

[Sato & Katsumata, MSCS 2023]

« EREDEREZFFDEIC, CLOMETF T,

IBFEATSE ) A KM, IBRAZE A RAVES I=52f@EIERE Q
. e oBsir A = {AT: |TI| < |T1| — Q}menm.1ec

o TOMxQ)-RESSERIFE LT

A(e,86)I = {(v1,v2)| AT (11, v2) < 6}
( VI, 6, (k,1): ® = A(',6)].

TR (e, 6)® = < (11, . .
(€9) (b, ) (k1 Pp1p) € Al +¢',6 4+ 0)]

\

o AR (Bf-)RETE - ERRIEZERID(EF REDYAMIIN—ZT2R) Z&&

T (e, 6)Eax = {(p1, p2)| A% (1, p2) < 0} nimEME !
(HA-)RGIEGC, AR EHTS.
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https://doi.org/10.1017/S0960129523000245

RaR

» [Sato, MFPS2016] CSATZRRTS LT

(R C Yl > Y2)TT(5,5)
= {(p1, p2)[VA € Y1.01(A) < exp(e)ua(R[A]) + 0}

FaEDPDS1 /-1 A Tese TR (e, §)R 12z,

(R g Yl < YZ)TT(€,5)

/

(o1, p2)

(

(pe1, p2)

Ve 8, (k,1): R = A(e',6)2.
(kP 1, 1P o) € A(e—l—e’,5—|—(5’)2)
vI,e', 6, (k,1): R= A(e', 6.

’

(K*pq, o) € Ale +¢€',6 + 0")1

28/49



RDPOD{RERIRTE 45D

[Balle+,AISTATS2020]

« HA)\—=1 > XADK-cut
—k
AX(MlnuZ) — Sup Af(fﬁ:uhfﬂMQ) (‘I‘ — k)
f: X—Prob([l)
- ADk-cut BNTTDATH D & Zk-generated EFESN,

- DPORGRIRTERN4FEIDVT [Kariouz+, ICML 2015] (&
Agb“z-generated‘cﬁézc‘:c‘:%ﬁﬂi"@@éo
F/C. SOETDRAXCINCEFENECDEEZF DO CFAATE D,
- Renyi 1/)\—=1 > X(F2-generated T/ \(Nat-generated) 7z,
M/ MRERARTE RIS LT (FTFTE LR,
h. 2-cutZ{f> TRDP-DPORUVWZEEINWTE S,
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https://proceedings.mlr.press/v108/balle20a.html

y (Type Il error)

RDP—->DPDAI\

[Balle+,AISTATS2020]

A® < D* «= A< Do | 2-cutDEKHE

e RP" O RA 2-CUtDIRBURTE(C
B S

1.0

0.8 N\

RP (/0) (a,p)-RDPDT S )\ —pHlE
BRI, (1-x)oy e+ xo(1-y)ie =gr(eD)

\ RAs (5) AWH3T T1E/zcovering

NS —1 logé+1
0'00.0 0.2 0.4 0.6 0.8 .1.0 (&’p)_RDP — (,0—|—10g Oéoz N = i Og&’(S) oF

0.6

0.4 4

0.2 4

x (Type | error) o — 1

30/49


https://proceedings.mlr.press/v108/balle20a.html

Isabelle /HOLI(C KD AN AUIREIE

o TFIEIRAXIERIsabelle/HOLTED TS/ —Dz b =EDH D,

. IRTEDOEWIA [Sato & Minamide, CPP2025]
- (BENR)ED T S1/)\>—DRERAE
« ENT SIS —DEE%ZIsabelle/HOL Tk
« SRR EDEBDORIGERZHICZ T
- ERTSAIS—DIEbDMETNSY I\ =212 R
- Laplace mechanism®AZR1L
« STSRAPMODER(IERDMIBECHD )
« EDTSAINE—DEREIAZSHZXD
- Report noisy max mechanism®Oizz1k
« ENTSAINE—ZRI(15001TEE)

AFP(Archive of Formal Proofs ; A L/RZ KUY KU
- https://www.isa-afp.org/entries/Differential_Privacy.html
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https://www.isa-afp.org/entries/Differential_Privacy.html
https://dl.acm.org/doi/10.1145/3703595.3705875

B

- ERNRERDHZIERICEVNVTEND TSI/ —DERMEZITO .

o EHRBIRHERDM T D
- BEBRERVIRER DL D —AREYRMIARZEZE R TULD,
- W DHDIAFRTIE. BEERNIR 7L T IR LDED T S5A ) —
ToHo>TE, EENRERDMERBEIT DI ENGD D,
o TTSAARNZXLDZEHNERETDES [Mironov, CCS2012]
EHEIRS TS AA DX % "ideal mechanism” EMFEU,
SEBARN TN L CTULND,
« ENTSAINS—DIRO—DTH D f-DP/Gaussian-DP [Dong+,2019] M
Gt ER IR, BEAIXB_EODmOGERN D) ZEHT D,
- ERT SIS —DHRBAENEGHNRTY v 2T TEMTVNIEHNELL),
(BDTNWCED L, ERLOBOINEISKHETLD)
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BEA

o BEBRBVIRIRIL TOHDPORETAL (FABDIEAIE R TITHN TS,
(Isabelle/HOLTIZEMN D)

- Coq (Certipriv)[Barthe+, TOPLAS2013]
- DPOEEENMRDAZIL
« apRHLMDZER=
« Gaussian mechanism®E#EhR

- Lean (SampCert) [Tristan+, 2024-ongoing]
« DP, RDPODEkEINRDAZTAL (EHARANDILRZHREFICANTED)
« Discrete Laplace mechanism / Discrete Gaussian mechanism
« Pythond— R4&Rk
e WX (TLTUME1I02MEE. XBoTOZT o M,
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https://dl.acm.org/doi/10.1145/2492061
https://arxiv.org/abs/2412.01671

Isabelle/HOL

« NP1 b : https://isabelle.in.tum.de/
« SEBASYIEXR(proof assistant)(d—D,
- eI VAR ESEIsarz{EX 5,
- HAIEFRHERRD S TS UNFREE,
- HE#EA#EESledgehammertd 3.

Epéﬂr?i E?%]%:| a list = 'a list" where sabelle/HOL T D

- | = AN N
"rev (X # xs) = rev xs @ [x]" ) A P ORIEREEDER
primrec append :: "'a list = 'a list = 'a list" (infixr "@" 65) where
append Nil: "[] @ ys = ys" | )

append Cons: "(x#xs) @ ys = X # xs @ ys" Isabelle/HOL £ TAERA S 17

) A FDREREFEEDHEE

lemma rev append [simp]: "rev (Xs @ ys) = rev ys @ rev Xxs"
by (induct xs) auto

lemma rev rev ident [simp]: "rev (rev xs) = Xxs"
by (induct xs) auto
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Isabelle /HOLTCODMER:H

mA S (TS (Cd BT OBRELES -
- AEZERIOR  (FIRIES SRR R (X, Xx, 1)
. BES ‘space” o X

@ measure = 'a set

. ERIERE e .. Yy

'a measure = 'a set set

° ‘;,E\IJ}_EI_@ :Hﬂma;ay& 51?ma Algebra. measure ILL(A) A 6 EX

a measure = 'a set = real"

. TR o,
~ :: "'a measure = 'b measure = ('a = 'b) set"

- HERDIMET R(GiryEF ) probateebra W

-d measure measure
e bind ")

“return™
“'a measure = 'a = 'a measure"

- Radon-Nikodym %) (ZERI#ER)
- JIR—THIE

‘a measure = ('a = 'b measure) = 'b measure"

e return
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Isabelle/HOLTOERNI OV S A

- HRNTOU S LAZo]RIE#(Isabelle/HOLDIE) & L TR D,
- EITEIREIHERN T OO S ATEDIRUVVATEETTHY, AR,

e fIXI,
M : R — Prob(R)
EWVWDEAIERER (S,
"M € X —un prob algebra borel”
EWVWDEGZmMICT (EBED)EZE U TIRD
- prob_algebra (FHEXRDMEMADBHIZERIZ B (GiIryET )
- borel (FEEBE#R+RLIULER
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Isabelle/HOLTOERN I OV S A

« LRTDSTSAANZILDZE

S-Sty ~

"LapMech 1dim ¢

E&1b U1z U\LIE

f(D) =z

J A XDME
X

— Lap, ()

m——

X = Lap dist ((real of ereal sensitivity) /

lemma Lap dist def2:
shows "(Lap dist b x) = do{r «— Lap dist@ b; return borel (x + r)}"

7]
(Af/b,0)-DP

) (f x)"

T30, REbDSTSINM| | TNEME(returnzt ; SREH)
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Isabelle/HOLTOEXRNDO O S L

« MRIITT. JAXEZSsensitivity T:RODIHE

B2t UIz0OUR | | &R (S 1 XNE

F—stvi] f(D)=% % — | W

— Lapp's/. (7) (:9)-DP

. fOORE
definition sensitivity:: ereal where
"sensitivity = Sup{ ereal ( > ie{l..m}. } nth (f x) (i-1) - nth (f y) (i-1) |)
| x y::'a. x € space X Ay € space X A (X,y) € adj}"

o STSAANZALER
"LapMech list = x = Lap dist list ((real of ereal sensitivity) / =) (f x)"

« BRDIC/AXZME (FEOTZHETFRK IR MTHERET D)
primrec Lap dist list :: "real list = (real list) measure" where
"Lap dist list [] = return (listM borel) []"|
"Lap dist list (x # xs) = do{xl «— (Lap dist b x);
X2 «— (Lap dist list xs); return (listM borel) (x1 # x2)}"

38/49



57 SADmDAZE

- ZEMEI - RIEDMEEAZORZAAL
definition laplace density :: "real = real = real = real" where
"laplace _density 1 m x = (1f 1L > 0 then (exp(-} x - m} / 1) / (2* 1)) else 0)"

definition laplace CDF :: "real = real = real = real" where
"laplace CDF 1 m x = (1f 1 = 0
then (if x < m then (exp((x - m) / 1) / 2) else (1 - exp(-(x - m) /7 1) / 2)) else O)"

- EERHOEANRESTRM THETEELDT,

- REb. FHUDOS TS AN

definition Lap dist :: "real = real = real measure" where
"Lap dist b pu =
(if b < 0 then return borel g
else density lborel (laplace density b p))"

lemma Lap dist def2:
shows "(Lap dist b x) = do{r «— Lap distO b; return borel (x + r)}"

- NS O =
0N EDEFTEE L TETS 39/49




F—Atv FORE

.« BORDODICURMEES, [) € N @ESnDUXNEES,
- undefinednessz ol L7z VNS,
+ U hoL1EREERRILT B,

D~D — HD—D/ngl

locale results AFDP =
fixes n ::pat (* lengt| definition space L1 norm list ::"('a list) set" where
begin "space L1 norm list = {xs. xse lists M A length xs = n}"

interpretation L1 norm list "(UNIV::nat set)" "(A x y. }int x - int y})" n

by (unfold locales,auto)
| ftlEdDlocale Metric_space 7&5’5@
definition sp Dataset :: "nat list measure"where

"sp Dataset = restrict space (listM (count space UNIV)) space L1 norm list"

definition adj L1 norm :: "(nat list x nat list) set"where
"adj L1 norm = {(xs,ys)| xs ys. xs € space sp Dataset A ys € space sp Dataset
A dist L1 norm list xs ys < 1}"
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=NT SA4I\>—DRzE

e T—AHtvY hOBHEREMFZRZIMRIE L THRERILT B,
« SANMMEENTEATZX /A M: X = Prob(Y) B
(,0)-DP THD & "[itgd 3" —5tw k D~D' (CH LT,

VS CY. Pr[M(D) € S] < exp(e) Pr[M(D") € S]+ 0

- BEEREIINTH D C ENMBICIRESN TS, TNZIHT,

. RERERICSED T 51 /)\S — DAL ET S,

definition DP inequality:: "'a measure = 'a measure = real = real = bool" where
"DP inequality M N ¢ 6 = (V A € sets M. measure M A < (exp ) * measure N A + §)"

definition differential privacy :: "('a = 'b measure) = ('a rel) = real = real = bool "
where

"differential privacy M adj ¢ ¢ =
v(dl,d2)eadj. DP inequality (M dl) (M d2) = 6 A DP inequality (M d2) (M dl) & 4"

BHERIROIIRE S L2 T & T 2 DICHE
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=N SIS —DEmE

(Composition theorem)

« (adaptive’)&RkHE

ST 1 ST 2

(€1,51)-DP— (£2,52)-DP

PR — % et R Ve
>

W (£1+€2,61+62)'DP

proposition differential privacy composition adaptive:

assumes "= > 0"
and "' > 0"
and M: "M € X —n (prob _algebra Y)"
and DPM: "differential privacy M adj = o"
and N: "N € (X @u Y) —u (prob algebra Z)"
and DPN: "V y € space Y. differential privacy (A x. N (x,y)) adj ' &'"
and "adj C (space X) x (space X)"

shows "differential privacy (Mx. do{y «— M x; N (x, y)}) adj (¢ + ') (6 + §')"
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RIB (CHT DEENM

(Postprocessing)

- BABECRENTEHRNTE)ZMATE. 20T 51/ =&MU,

EEHNIE

(g,0)-DP

RNE>—4 H

#anIp
. BEERH
. SRIEHY

sl

H_J

(g,0)-DP

proposition differential privacy postprocessing:

assumes "= > 0"

and "differential privacy M adj & "
and M: "M € X —n (prob algebra R)"

and f: "f € R —u (prob algebra R')" (*probabilistic post-process*)
and "adj C (space X) x (space X)"

shows "differential privacy (Ax. do{y — M x; f y}) ad]

73

=

('j' 1]
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HALIN—>1T R A° ORERAE

« YAN\—2T2RZFICHERIET D,
- EE (XERAETHDIZEEFFTRZTED>TRW)

definition DP divergence :: "'a measure = 'a measure = real = ereal " where
"DP _divergence M N ¢

= Sup {ereal(measure M A - (exp =) * measure N A) | A::'a set. A € (sets M)}"

- R - B - Skt (KEEAICTHERAE THDICEZED)
lemma DP divergence monotonicity:
assumes M: "M < space (prob algebra L)"
and N: "N & space (prob algebra L)"
and "1 < 22"
shows "DP divergence M N 2 < DP divergence M N #1"

lemma DP divergence reflexivity:
shows "DP divergence M M 0 = 0"

proposition DP divergence composability:

assumes M: "M € space (prob algebra L)"
and N: "N € space (prob algebra L)"
and f: "f € L —n prob algebra K"
and g: "g € L —un prob algebra K"
and divl: "DP divergence M N £1 < (41 :: real)"
and div2: "Vx € (space L). DP divergence (f x) (g x) €2 < (62 :: real)"
and "0 < 1" and "0 < 22"

shows "DP divergence (M == f) (N >= g) (¢l + ¢2) < 41 + 42" 14/49



SIEDER (RTY F)

Priu>= f € 5] —exp(e1 +e2) Pr[v >=g € ] | GiryEF RObind &4} (CERS |
— [ 1@ - exp(e) [ gla)(S)iv(a)

" . HEDRE n ZEX
— [ 1@ L) dr—expler + <) [ 9(a)(8)- Gola) dno) | mmmmERBER

v Radon-Nikod
j/f Zﬁ( ) —exp(er +e2)g(x)(S) - g;(x)dﬂﬁﬂ (Radon-Nikodym)

< [ (max (0, 1)(8) ~ 62) + 82) - (o)

- ole)min el ) Y (x) dn(a)

/mwof 5) = 62)- (@ BIESRERERH
~ exp(er) min (1, exp(e2)9(2)(8)) - (@) dn(x) + [ 6% @) dn | FSEADD

dﬂ'( 2 dm
g/B(ij‘( )—exp(sﬂj—i(x)) “min(1, exp(es) - g(2)(S)) d7r—|—/52;l—i(x) dr(z)
<91 + 09
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STSAABDZ=AXA L LDDP
E&1b U=V LI %&ﬁ(:/%ibﬂ%

F—stvih] f(D)=% H7* T | W7

— Lapps/.(7) (&9)-DP

o BN

definition sensitivity:: ereal where
"sensitivity = Sup{ ereal ( > ie{l..m}. |} nth (f x) (i-1) - nth (f y) (i-1) })
| x y::'a. x € space X Ay € space X A (X,y) € adj}"

"LapMech list = x = Lap dist list ((real of ereal sensitivity) / =) (f x)"
o ENTSAIN—D5RIE. ST S RADMOUMEEEHREZED.
proposition differential privacy LapMech list:
assumes pose: "= > 0"
and "sensitivity > 0"
and "sensitivity < oo"
shows "differential privacy (LapMech list =) adj ¢ 0"
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Report Noisy Max XH=X ADDP

« Counting query& argmaxzifmE U CHERIELT. &RZERE T B,

counting queries || ./ -1 X{3h0

F—stzy k[ @D) i argmax & [— > i

— (QO>°-'7Qm—1) |_>La‘p1/fs($i)

definition RNM counting :: "real = nat list = nat measure" where
"RNM counting £ x = do {
y «— Lap dist list (1 / =) (counting _query Xx),
return (count space UNIV) (argmax list vy) FFET UL (150017 )20 T.

} sFHl (EEmSOMAFPZE BT /2&0)

theorem differential privacy LapMech RNM AFDP:
assumes pose: "(s::real) > 0"
shows " differential privacy (RNM counting =) adj L1
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CNH S DR

« ENTSAINE—Z@m/ITITVILTUIAGEEZFEL

FERbZ > T ZEFEZATLDA,. INDT—REDRED,

« ENTSAIN—mSDUBINTZ bEY DZREREL.

ENTSAINS—DWERZICAEUVTDRIFDIZEETEEZEDS,
- f-divergence[Csiszar, 1963][Morimoto, J. Phys. Soc. Jpn. 1963]

A (1, p2) = /M2(x)f (Z;Eg) dz {ﬂﬂ%ﬁ@ﬂfﬁ@]

o FRAIMNFEZFREFD. RDPYARAIMRETIIRE DO LIC DIRN B,
- Blackwell informativeness theorem

T (1, p2) (@) = inf{E,, [6]|6: X — prob(2), B, [¢] < a}
TX(,ul,,uQ) > Ty(Vl, VQ) <«— dh:Y — pI’Ob(X)hﬁVZ =
« [Blackwell, 1954] "6 & TH DN, SEBADT v TIBHPO—RRE DR
WS DBEHETWT., EEF2024F(CEH TV, FERIBIZELES !

f-DP/Gaussian-DP [Dong+,2019] DIEmAVEMRE,
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